IN THE MATTER OF THE POLICE (CONDUCT) REGULATIONS 2020


CONCERNING


[bookmark: _Hlk187484625]PC 22543 LAUDER



DECISION OF THE PANEL



1) Alleged Conduct – as set out in the Regulation 30 Notice: -

It is alleged that you have conducted searches and/or accessed records which you knew or ought to have known were not for a proper policing purpose. The searches and/or accessed records are as follows:

1. between 31/03/2012 and 01/04/2012, you conducted searches on GENIE for an address in Ash Lea Drive and following the search you accessed:
i. The profile of XX (Brother-In-Law) viewing; roles, custody roles, crime 22GB/84732Z/00 and intelligence. 
ii. The profile of YY(Father-In-Law) viewing; roles and custody.

2. on 22/03/2013 you conducted searches on GENIE using derivations of forename “Ker” surname “R” and following the search you accessed the profile of KB, viewing roles, addresses, bails, telephone numbers, custodies, and crime 22GB/65656P/97.

3. on 01/04/2013 on GENIE you accessed the role profile of AA (Wife) viewing; roles, addresses, vehicles, telephone numbers and occupations. 

4. on 16/08/2013 you searched on GENIE for Surname “Beesl” in the town of Telford and following that search you:
 i. Accessed the profile of KB and viewed the roles, custody and telephone numbers.
 ii. Accessed the profile of YY(Brother-In-Law) and viewed crime 22GB/52817J/99. 

5. on 30/01/2016 you accessed crime 22GB/4576Y/16 (a matter for which you were the victim of an assault) in GENIE via a link from the supervisor dashboard. You further accessed your role profile, organisations and addresses. 

6. on 10/12/2016 via a link from OIS Browser related to crime ref: 22GA/99559Q/16 (a matter for which you were the victim of an assault) you access your role profile on GENIE viewing your addresses and roles. 

7. on 30/01/2017 via a link from OIS Browser incident related to crime ref: 22GA/99559Q/16 (a matter for which you were the victim of an assault) you access your role profile on GENIE viewing your addresses, organisations and roles. 

8. on 09/02/2017 and the 13/02/2017 you accessed OIS LOG 0563S 080217 which related to BB(Sister-in-Law) who was the victim of an attack. 

9. on 09/02/2017 via a link from OIS Browser Incident related to crime ref: 22GA/10960M/17 you accessed the profile of PG on GENIE viewing; roles, custodies, associates and addresses. You also accessed the log for crime 22GA/10960M/17 related to BB(Sister-in-Law). 

10. on 08/07/2017 you: 
i. Accessed custody record 22GA/1906/17 on GENIE and you have also accessed the role profile of EE. 
ii. While viewing the role profile of EE you click on a link to 22GA/99559Q/16, a crime where you are the victim. 
iii. You also access 22GB/4576Y/16 in GENIE, a crime where you are the victim. 

11. between 26/09/2017 07:49:55 and 26/09/2017 17:45:21, you viewed OIS LOG 0583S 250917 on 50 occasions. This log relating to CC (Father). 

12. on 26/09/2017 you:
 i. accessed crime report 22GB/25648C/12 relating to CC (Father).
 ii. viewed your father’s role profile including: telephone numbers, occupations, vehicles, addresses. 

13. between the 25/07/2018 and the 26/07/2018 you viewed OIS LOG 0886S 250718 on 4 occasions. This log relates to an incident involving LL(Sister). 

14. on 26/07/2018 you viewed OIS LOG 0773S 220618 which relates to LL(Sister). 

15. on the 19/03/2022 you viewed OIS LOG 00323_I_08012021 which relates to YY(Brother-in-Law) and YY(Father-in-Law). 

16. between the 08/06/2022 and 17/06/2022 you viewed OIS LOG 00086_I_01062022 on 4 occasions. This OIS log relates to an incident involving LL(Sister). 

17. on the 17/06/2022 you viewed OIS Log 00165_I_11062022. This OIS LOG relates to an incident involving LL(Sister). 

18. on the 17/06/2022 you searched for investigation 22/54407/22 on ATHENA and then accessed the report. This report relates to an incident involving LL(Sister). 

19. on the 25/10/2022 you viewed OIS LOG 00511_I_24102022 which relates to LL(Sister). 	

20. between the 25/10/2022 and the 26/10/2022 you viewed OIS LOG 00383_I_24102022 on 4 occasions. This log relates to an incident involving LL(Sister).

 Breach/es to the Standards of Professional Behaviour

 It is alleged that you have breached the Standards of Professional Behaviour and in particular the standards relating to:

 (1) Orders and Instructions: Your behaviour as set out in the factual allegations at paragraphs 1 – 20 above has breached this standard in that you acted in breach of force policies when searching and accessing records for a non-policing purpose (Data Protection Policy). 

(2) Confidentiality: Your behaviour as set out in the factual allegations at paragraphs 1-20 above has breached this standard in that you acted in breach of the force’s Data Protection policy when you searched and accessed records for a non-policing purpose. 

(3) Discreditable Conduct: Your behaviour as set out in the factual allegations at paragraphs 1-20 above has breached this standard in that an ordinary well-informed member of the public would regard your conduct as falling far below that expected of a Police Officer. This is particularly in view of the number of occasions you have searched and accessed records for a non-policing purpose. Your behaviour therefore discredits the police service and reduces public confidence in the reputation of the profession.



2)Response to the Allegations

PC Lauder accepts that he did not have a valid policing purpose for some of the allegations but says that he was acting with a desire to help others and did not make any gain for himself. Other allegations are admitted in whole or part, but to the level of misconduct only.



3)Representation
Throughout the hearing the Appropriate Authority (‘AA’) has been represented by Ms Wise of Counsel and PC Lauder by Ms Perera of Counsel. The Panel would like to thank both for their assistance in hearing this case.
 


4)The Standards of Professional Behaviour are contained in Schedule 2 of The Police (Conduct) Regulations 2020:

a. Orders and Instructions
Police officers only give and carry out lawful orders and instructions.
Police officers abide by police regulations, force policies and lawful orders.

b. Confidentiality
Police officers treat information with respect and access or disclose it only in the proper course of police duties.


c. Discreditable Conduct 

Police officers behave in a manner which does not discredit the police service or undermine public confidence in it, whether on or off duty.
Police officers report any action taken against them for a criminal offence, any conditions imposed on them by a court or the receipt of any penalty notice.


d. The Panel additionally considered the appropriate paragraphs pertaining to the Standard as set out in the Home Office Guidance and the Code of Ethics.



5) Preliminary Issues
Prior to the hearing the Chair made the following directions:
(a) That the hearing be in public,
(b) That Notice of the hearing be published,
(c) That the witness Sarah Butt, Crime Intelligence Analyst, be requested to attend the Hearing to give oral evidence.



6)The Panel’s Approach

The Panel determined it was: -
a. Firstly, required to determine the facts and thus whether the allegations within the Regulation 30 Notice are found proven, based upon what is admitted by the officer or proven on the balance of probabilities. 
b. Secondly, determine whether on the basis of those facts the officer has breached the Standards of Professional Behaviour alleged. 
c. Thirdly, decide whether the breaches found amount to misconduct, gross misconduct or neither. 
d. Finally, (dependent on the findings under (b) and (c) above), deciding what the outcome should be.

The Panel reminded itself that the burden of proof is on the Appropriate Authority throughout, and that the standard of proof is the balance of probability, namely what is more likely than not.


e. The Panel also reminded itself of the relevant paragraph from the Home Office Guidance: -
“2.265. The more serious the allegation of misconduct that is made or the more serious the consequences for the individual which flow from a finding against him or her, the more persuasive (cogent) the evidence will need to be to meet that standard. This does not mean that the standard is higher. It means only that the inherent probability or improbability of the conduct occurring is itself a matter to be taken into account when weighing the probability and deciding whether on balance the conduct occurred.

2.266. Therefore, in making a decision whether the alleged conduct of a police officer is proven or not, the person(s) conducting the misconduct meeting/hearing will need to exercise reasonable judgement and give appropriate careful consideration to the evidence.”


f. Purpose of misconduct meeting/hearing
The purpose of a formal misconduct meeting/hearing is to:
-Give the Police Officer a fair opportunity to make his or her case having considered the investigation report including supporting documents and to put forward any factors the Police Officer wishes to be considered in mitigation (in addition to the submission which must be sent in advance to the person(s) conducting or chairing the meeting/hearing for his, her or their consideration).

-Decide if the conduct of the Police Officer fell below the standards set out in the Standards of Professional Behaviour based on the balance of probabilities and having regard to all of the evidence and circumstances.



7) The Facts
In our deliberations, we make it plain that the Panel reviewed and considered the entirety of the facts and evidence presented to us. 



8)Background

PC Lauder has been employed by West Mercia Police in 3 separate periods of employment. In September 2023, Sarah Butt, Crime Intelligence Analyst, conducted a series of audits on searches carried out by PC Lauder across different police systems. It is alleged that he has accessed Police systems and conducted searches on members of his family, and matters connected to himself without a valid Policing Purpose.

During his interview under caution on the 21st of February 2024, PC Lauder provided a full account. He accepted some breaches of the standards of Professional Behaviour to the level of misconduct only. Other allegations were denied, and the officer contends that he genuinely and honestly believed that he had a legitimate policing purpose.


9) Findings of the Panel 

Our findings are as follows: -


a. Allegations 1,4,5,6,7,8(partially),9,10,11,12,19 and 20 are denied in so far as PC Lauder does not accept breaching any of the Standards of Professional Behaviour and denies misconduct or gross misconduct. The Panel have considered and made findings in respect of these first. Allegation 13 is not accepted in respect of the incident on 25th July 2018.  Allegations 2 and 4(i) were withdrawn by the AA.


b. Allegation 1
PC Lauder was working from Donnington police station on response and was relatively new to the force. He accepts that he conducted searches on GENIE for an address in Ash Lea Drive between 31/03/2012 and 01/04/2012.

The Panel note that, after clicking into the address, he then clicked into the profile of his brother-in-law, XX and viewed roles, custody roles, crime reference 22GB/84732Z/00 and intelligence. He also accessed the profile of YY his Father-In-Law and viewed roles and custody details.
. 
PC Lauder states that he didn’t view this as a conflict of interest as all he was doing was completing relevant checks on the address and believed that he had a proper policing purpose. He did not pass the information onto anyone outside of the force. He accepted under cross examination that he should have informed a sergeant about the family connection or have made an entry into his pocket notebook.

PC Lauder had recently completed Data Protection training.

The Panel do not accept that PC Lauder had a valid policing purpose. He was aware that the profiles accessed related to persons personally connected to him. There was a clear risk that his personal relationships could impact on his professional duties, and PC Lauder now accepts that he should not have conducted the searches.



c. Allegation 4

On 16/08/2013, it is alleged that PC Lauder searched on GENIE for the surname “XXXX” in the town of Telford and accessed the profile of YY(Brother-In-Law) and viewed crime 22GB/52817J/99. 
The officer says that he inadvertently clicked into this profile, viewing crime details.

PC Lauder recalls attending an incident in Donnington/St Georges and returning to the station to conduct some intelligence research into an address and potential links to an address. Through those checks, he accidentally came across an RB. The address suggested was a Telford one, but he has never known his brother-in-law to live in Telford. Although PC Lauder accepts clicking on RB’s profile, he states that access was therefore unintended. 

There is no evidence to refute PC Lauder’s account that his access of this profile was not accidental.
In respect of Allegation four, the Panel find that the AA has failed to satisfy the burden of proof. 


d. Allegations 5,6 and 7

These allegations relate to PC Lauder being an assault complainant. 

We have considered his explanations. PC Lauder states that he accessed crime 22GB/4576Y/16 on 30/01/2016 through the supervisor dashboard. Whilst he cannot specifically recall this incident, he states that he would only have been trying to assist the investigation and was likely looking for the primary job that he was called to and then assaulted. When he clicked on the crime number, he would not have known that it related to his assault complaint. However, he clicked on 6 occasions. Therefore, this was more than a singular, inadvertent access.

In relation to the other two instances on 10/12/2016 and on 30/01/2017, PC Lauder states that the assault resulted in him being placed on restricted duties for a period. He therefore may have been completing admin on the crimes his team were responsible for managing. It would not have been obvious when he clicked on the crime reference number that it was in relation to him. However, he went on to view organisations, addresses and roles and could not explain why he had done this when cross examined. This also happened on two occasions.

The Panel are clear that no police officer should access police systems relating to crimes to which they are personally connected. The reasons are obvious and include the impossibility of being impartial, the risk of conflict and the right to privacy of other involved parties. 

This was not one incident but three instances when PC Lauder accessed information relating to matters where he was the complainant. The Panel find it implausible on the balance of probabilities that all three occasions were inadvertent and are satisfied that the officer did not have a legitimate policing purpose. His access went beyond a mere momentary slip but included PC Lauder accessing his role profile, organisations and addresses. 



e. Allegation 8

On 09/02/2017 it is alleged that PC Lauder accessed OIS LOG 0563S 080217 which related to BB (his Sister-in-Law) who was the victim of an attack. 

BB had reported to the police that she was the victim of a robbery. The officer states that accessing the record would have been part of his normal routine of viewing crime logs from the previous shift to obtain a summary of crime trends in the area and he would only have become aware of who it related to once it was opened.
He accepts that once he viewed the log, he would have discovered that this incident involved his sister-in-law. The Panel accept the officer’s explanation for the first access on the 09/02/2017 and do not find this proved to the required standard.

However, he went back into the log on the 13/02/17 and passed the log number to BB.

Of course, the appropriate course of action would have been to follow established policies and asked BB to ring 101 to obtain the crime number and any other information. 

By inserting himself into this investigation, he potentially risked the integrity of the process and left the force open to allegations and the Panel are satisfied that he did not have a legitimate policing purpose for the access on the 13/02/17.

In respect of the incident on 13th February 2017, PC Lauder accepts breaching the Standards of Professional Behaviour in relation to Orders and Instructions and Discreditable Conduct to the level of misconduct only. He denies breaching Confidentiality. 

We find that PC Lauder acted in the absence of a legitimate policing purpose and circumvented established procedures. There is a risk that BB or other family members would be less willing to share confidential information with police if they think a family member can later look it up, rather than the officer dealing with the matter communicating the information. Whilst the Panel understand that PC Lauder would have been concerned for his family member, the Panel are satisfied that PC Lauder breached the Standard in respect of Confidentiality on the balance of probabilities.





f. Allegation 9

It is alleged that on 09/02/2017 PC Lauder accessed the profile of PG on GENIE viewing roles, custodies, associates and addresses. PC Lauder states that he does not know who PG is. 

On that day, he accessed BB’s crime report at 08.12.51 and then by 08.13 he had begun a search for PG. 

The Panel note that PG was the suspect in respect of BB’s robbery. Some twenty-four hours later, PG was in custody for this offence.

The Panel find PC Lauder’s account implausible and are satisfied that he did not have a proper policing purpose for accessing PG’s profile via Genie but rather was deliberately searching for the suspect in BB’s robbery offence.




g. Allegation 10

This relates to a further incident where PC Lauder was the complainant in an alleged assault.

It is said that on the 08/07/2017 he accessed custody record 22GA/1906/17 on GENIE and viewed the role profile of EE. While viewing the role profile of EE he clicked on a link to a crime where he was the victim.  

PC Lauder states that EE seriously assaulted him, resulting in him having time off work. He remembered his name because of the impact of this assault and thought he had left the Telford area. A job came in where the alleged offender’s name was EE. PC Lauder heard EE’s name over the police radio. PC Lauder believes that he searched his PNB for the reference number relating to the assault upon him and then looked at the profile of EE as he wanted to identify if it was the same person so that he could warn the officers attending of the risk of violence he posed. 

The Panel do not accept this explanation on the balance of probabilities. PC Lauder would have known that the appropriate course of action was not to resort to “self-police” an alleged offence where he was recorded as the victim. He could potentially have seen something he would not otherwise know or should not know, giving rise to a conflict or compromise to his status as a complainant. Whilst the panel recognise that PC Lauder was concerned for the safety of colleagues, this could have been brought to the attention of his supervisor without the need to access the record. This search was not completed for a legitimate policing purpose.



h. Allegations 11 and 12

It is alleged that between 26/09/2017 07:49:55 and 26/09/2017 17:45:21, PC Lauder viewed OIS LOG 0583S 250917 relating to CC (father) on 50 occasions. 

On 26/09/2017 he accessed crime report 22GB/25648C/12 relating to CC and viewed his role profile including telephone numbers, occupations, vehicles and addresses. 

PC Lauder denies breaching any of the standards of professional behaviour and says that he was allocated to deal with this incident. He didn’t believe that it was an investigation as such but more akin to the recording of a crime. Given the lapse of time, he cannot remember if he reported this to the duty sergeant at the time but did not believe that there was a conflict of interest and treated his father as he would treat anyone else. He suggested that it was likely that officer resources were scarce but could not recall this specifically. It was more a general point. He cannot recall why the crime report was accessed on 50 occasions, but it may be that there were issues with the system.

The Panel are satisfied that PC Lauder would have known that the appropriate thing to do would have been to immediately inform supervision and request that the matter be allocated to another officer with no personal connection to the complainant. The information was accessed on multiple occasions and PC Lauder had 10 years’ experience at this stage. It is highly unlikely that any police officer of PC Lauder’s experience would access a crime to which they are personally connected on multiple occasions in error. 
The reasons would have been obvious and include the risk of conflict and the right to privacy of those concerned, which is more sharply infringed when those who know them have access to their data. 


i. Allegations 19 and 20

These both relate to PC Lauder accessing logs in respect of his sister, LL. He accepts that on the 25/10/2022 he viewed OIS LOG 00511_I_24102022 and between the 25/10/2022 and the 26/10/2022 he viewed OIS LOG 00383_I_24102022 on 4 occasions. 

PC Lauder denies breaching any of the Standards of Professional Behaviour. He received a text from his father reporting that a ring doorbell had been damaged at his address and also reporting a potential offence of threats to kill against LL. In this message, PC Lauder’s father said that she was the victim of controlling and coercive behaviour but that it hadn’t been reported as that. PC Lauder checked the logs to confirm that the correct report had been made.
He did not supply any information to his father or to anyone else outside of the police and informed Sergeant Rich Cleeve. 
Further, he either uploaded the ring doorbell footage or sent it to Sergeant Matthews. Either way, he informed Sergeant Matthews as to what he had done and also believes that he made his supervisor at Bridgnorth, Sergeant Nick Nolan, aware. 
PC Lauder states that he was trying to assist the investigation and trying to ensure that the police had all the necessary evidence and believed that he was acting for a proper policing purpose. 

The Panel note the correspondence from Sergeant Matthews and Sergeant Cleeve, neither of whom can recall PC Lauder approaching them at this time, albeit Sergeant Matthews does remember an occasion when PC Lauder informed her that his sister had been a victim of crime, and it was a log that had been called in.

The Panel are satisfied that the searches were not conducted with a legitimate policing purpose. In the event that a police officer has a concern about a family member, there are legitimate channels to use, including those available to normal members of the public. However upsetting the situation is, there is no legitimate scope for this type of fast-tracked service for police officers, if public confidence is to be maintained.




10)Decisions on the facts alleged. 

PC Lauder was in a privileged position in having access to force information systems. The logon notification regarding legitimate access and use of force systems is clear and there were additional appropriate technical and organisational measures in place by way of training and policies. If an officer is accessing police information not available to the public, there should always be a specific and proper policing purpose for doing so.
The searches were in respect of family members, persons pertaining to those family members or matters where he was the complainant.  The number and variety of searches over a long period of time are strong indicators that the accesses were an entrenched disregard for policing purpose. 

On the totality of the evidence, the Panel are satisfied that the disputed allegations are proved on the balance of probabilities, save for Allegation four and Allegation 8 (in part).  PC Lauder acted in the absence of legitimate official or authorised policing purposes as part of his policing duties.




11)Decision on the Standards

a. Having made findings of fact, we moved on to consider the Standards themselves.


a. Orders and Instructions-the Panel are satisfied that PC Lauder has breached this Standard by using Force information and/or IT systems in the absence of an official policing purpose, thus acting outside of police regulations, force policies and lawful orders.
The actions of the Officer did not adhere to the requirement to follow force policies and therefore breached the force’s Data Protection Policy (which has been in place since he started work with the Force, albeit policies have been updated over time). That policy is clear that anyone working within West Mercia Police may only use information in accordance with their policing duties. 
In the updated policies, it sets out that “All staff are reminded that the Act creates personal liability and that obtaining; disclosing or procuring of police information for a non-work-related process is strictly prohibited.” 
The policy expressly states that ‘curiosity’ is not a valid reason and further provides some (non-exhaustive) examples of obtaining personal information that are not permissible, which include “Using both national / local information systems to check out conviction status of acquaintances including family, friends, neighbours etc;” and “Any check carried out on behalf of family or friends.” 
The Panel are satisfied that the actions of the officer clearly breach this force Data Protection Policy as the searches and/or accessing the information were for non-policing purposes and on the balance of probabilities, likely to be for reasons of personal curiosity. 
Further, in relation to circumstances where an officer is involved in or is a victim of a crime the policy states “Under no circumstances should an employee use Police Information/ Systems to look at crimes/incidents that they themselves may have been involved in, for example as a victim of crime.” 


b. Confidentiality
Police officers treat information with respect and access or disclose it only in the proper course of police duties. PC Lauder accessed details of relatives and acquaintances and made other searches without seeking approval from a supervisor. It was his responsibility to maintain his integrity and legitimacy.
The force’s Data Protection Policy is clear that the use of police information systems for a private purpose or any other purpose other than that declared by the Chief Constable’s to the Information Commissioner is strictly prohibited.

The updated policies contain the following wording “Where a member of …West Mercia Police is involved in or witnesses a crime or incident whilst off duty, no access to the recorded information can be made without prior authorisation from their supervisor” and, “Where a member of staff has a personal connection with the other party (e.g. victim, witness, suspected offender, offender) they must declare this connection and the reason for the enquiry/record check to a supervising officer before any action is taken. Details should then be recorded in a pocketbook if one is issued or via e-mail at the time.”

The breach of Confidentiality occurred when he accessed the information for a non-policing purpose, notwithstanding the fact that he did not pass the information on in all cases.



c. Discreditable Conduct-this says amongst other points that a police officer should avoid any behaviour which could discredit the police service or undermine public confidence in it, whether on or off duty.

The police service holds a large volume of confidential and sensitive information about members of the public. The public need to be able to trust that this will only be accessed where necessary and appropriate, if they are going to engage with the police and provide information. This includes members of the officer’s family, who may be deterred from contacting the police if they believe that PC Lauder could access personal information, thus increasing any risk, rather than protecting their welfare.




12)Assessment in respect of Allegations 3,13(in part)14,15,16,17,18 

The Panel have assessed severity as follows:

a. Allegation 3

PC Lauder accepts a breach of the Standards of Professional Behaviour in respect of Orders and Instructions and Discreditable Conduct to the level of misconduct only. He does not accept that he has breached Confidentiality. 

On 01/04/2013 he accessed the role profile of his wife, AA viewing roles, addresses, vehicles, telephone numbers and occupations.

Given the lapse of time, he is unable to recall why he would have accessed his wife’s profile. The matter involved the officer and his wife’s vehicle being broken into at his home address. PC Lauder states that he would only have been trying to assist the investigation and that there was nothing malicious.

PC Lauder accepted a breach of the Standard in respect of Confidentiality under cross examination.

The Panel note that he did not share information but neither did he take positive policing action as a result of the search and had not been allocated this crime, so the Panel consider on the balance of probabilities that this access was conducted for reasons of curiosity and was not part of his normal policing role. The way to assist the investigation would have been to follow established procedures, which we consider that PC Lauder would have been aware of. 



b. Allegation 13

PC Lauder accepts that he viewed OIS LOG 0886S 250718 on four occasions on the 25th and the 26th of July 2018 in relation to an incident involving LL (his sister).

He accepts breaching the Standards of Professional Behaviour in relation to Orders and Instructions but not breaching Confidentiality or Discreditable Conduct. Further, he accepts that his actions constitute misconduct. 

At the time, he was working at Malinsgate on response and this report came in whilst he was on duty. When he initially clicked on the log he would not have known (and there would be no way of knowing) that it involved his sister. He provided her with the log number. 
PC Lauder recalls speaking to the officers attending, to inform them who the suspect was, his description and the risk he posed. This was to assist with keeping the victim and officers attending safe. He was worried about his sister’s safety and also that of her children. He now appreciates that he should have left it to the officers involved in the investigation. 

The Panel note that even if the initial access was inadvertent, he went into the log on four occasions. 

Safeguarding responsibilities necessitate information sharing and the triggering of established policies and procedures, such as vulnerable adult forms, child-safeguarding entries, and intelligence. Viewing the log in the manner that he did is unlikely to have assisted the investigation. We are satisfied that PC Lauder would have known this as an experienced officer.

The Panel are satisfied on the balance of probabilities that PC Lauder has breached the Standard in respect of Confidentiality by accessing information relating to his sister, who could be less willing to share confidential information with police if she thought that her brother could/would later access it, under the explanation of safeguarding. Indeed, PC Lauder accepted a breach of confidentiality under cross examination.

Further, we are satisfied that he has breached the Standard in respect of Discreditable Conduct. Should the public think that officers that they know, or are related to, can access police information about them, there is a significant risk to public confidence in reporting offences or sharing information.



c. Allegation 14

This is a similar scenario to Allegation 13 above as, on 26/07/2018 PC Lauder viewed OIS LOG 0773S 220618 which again relates to LL his sister.

PC Lauder accepts breaching the Standards of Professional Behaviour in relation to Confidentiality and Orders and Instructions to the level of misconduct only. He denies a breach of Discreditable Conduct. 

The officer states that he knew that there were two separate incidents that his sister had reported to the police, and he wanted to ensure that they were linked together, to confirm who the offender was and the outcome and to make sure that it was being dealt with properly. On reflection, PC Lauder accepts that he did not act in the correct manner and that he should have reported the matter to his sergeant and let them deal with it.

We are satisfied that this was a breach of the Standard in respect of Discreditable Conduct. The public need to be able to trust that sensitive information like this will only be accessed where necessary and appropriate and to further a proper policing purpose and not by a police officer who wishes to interfere in matters pertaining to a relative.



e. Allegation 15

The allegation is that on the 19/03/2022 he viewed OIS LOG 00323_I_08012021 which related to XX(Brother-in-Law) and YY(Father-in-Law).

PC Lauder accepts breaching the Standards of Professional Behaviour in relation to Orders and Instructions at the level of misconduct only but denies breaching the Standards in respect of Discreditable Conduct or Confidentiality. 

At the time, he was working from Bridgnorth on response and covered the South Shropshire area. It was reported to the police that money was missing from his father-in-law’s bank accounts and that changes had been made to these accounts. PC Lauder’s wife was aware of the report and provided details to her older brother as she had Power of Attorney. 

Following the death of his father-in-law (around 6-8 months after, in March 2022) PC Lauder’s wife, after discovering that life insurance premiums were missing, asked PC Lauder to obtain the log reference/crime number and details of the OIC so that she could pursue this further. PC Lauder provided her with the log number but did not share the information with anyone else.  He subsequently realised that the correct process should have been for his wife to ring 101. 

The Panel are satisfied that there is a breach of the Standard in relation to Discreditable Conduct. The police service holds vast amounts of confidential and sensitive information about members of the public. The public need to be able to trust that this will only be accessed where necessary and appropriate.

Further, we consider that there has been a breach of the Standard in relation to Confidentiality. PC Lauder accepts that he accessed this information in relation to family members when the correct action would have been for his wife to do what ordinary members of the public do and dial 101. Instead, PC Lauder short-circuited established procedures and supplied log details, accessing and disclosing these outside of the proper course of police duties.




d. Allegations 16,17and 18

These allegations also relate to PC Lauder accessing information relating to his sister, LL, being two OIS logs and a search for an investigation on the Athena system, following which he accessed a report.

The officer accepts breaching the Standards of Professional Behaviour in relation to Orders and Instructions and Confidentiality but denies breaching the Standard in relation to Discreditable Conduct. He accepts that this constitutes misconduct. 

At the time he was working at Bridgnorth on response. During that week he had seen his 12-year-old nephew who said that he was scared at home due to LL’s ex-boyfriend turning up outside the address. This was confirmed by the officer’s father who said that LL had called the police but that no one had attended. 
PC Lauder clicked on the log to ensure that the matter was allocated to an officer and so access was deliberate. The log showed that there had been more than one incident reported but only one crime had been submitted. He noticed that a crime number was attached and viewed this to obtain the details of the officer handling the case to his sister. His aim was to keep his sister safe.


The Panel are satisfied that this was a breach of the Standard in respect of Discreditable Conduct. An officer searching persons known to them, including family members, cannot be permitted to “self-police” with the risks attached. They may see something they would not otherwise know, giving rise to a conflict. This could have made his sister reluctant to approach the police if she was aware of the information and detail that PC Lauder had accessed. As previously stated, the public need to be able to trust that sensitive information like this will only be accessed where necessary and appropriate.





13) Decision on Misconduct or Gross Misconduct

a. Having found breaches of the Standards in relation to Orders and Instructions, Confidentiality and Discreditable Conduct, the Panel has carefully considered whether the behaviour amounts to misconduct or gross misconduct. We have again reminded ourselves of the full circumstances of this case. 

b. The Panel are entirely satisfied that PC Lauder’s behaviour amounts to Gross Misconduct. 


c. For the avoidance of doubt, the following factors are present: -

- Police officers and staff have access to a significant amount of sensitive information and data. PC Lauder knowingly and deliberately made a number of searches on police databases in relation to family members. He gained access to confidential information about people he knew personally. Curiosity and/or seeking to assist individuals known to him does not constitute a legitimate policing purpose.  To find otherwise risks a dangerous precedent, that an officer concerned about a family member, or interested in what a relative is doing, is then permitted to police their own personal affairs through the abuse of confidential policing information.

His actions have the potential to damage the confidence of the public in policing and deter them from seeking the assistance of the police if needed. The right to privacy could be said to be more sharply infringed when someone who knows them has access to their data.


- Least there be any doubt about the seriousness of the obligation to only access information from police systems when the same is necessary for a policing purpose, a warning appears every time an officer logs on. Despite this, PC Lauder accessed systems in the absence of a legitimate policing purpose on multiple occasions over a period of approximately 10 years. His situation is far removed from an officer who might stumble across police information about someone they know and then report the same.


-Public confidence demands that police officers must not access police systems for information about their family or those known to them in these or similar circumstances. 
Should the public think that officers they know, or are related to, can access police information about them, there is a significant risk to individual and public confidence. For example, there is a clear and foreseeable chance that the child of an officer would be less willing to share confidential information with police if they think their parent can later look it up, under the explanation of parental concern/safeguarding. A further example is a victim of domestic abuse, who may be concerned to report incidents to the police for fear of a relative within the police service accessing the information.
If a police officer has a concern about a family member or wishes to assist them, there are legitimate channels to use, including those available to normal members of the public. There is no scope for this type of fast-tracked service for police officers, if public confidence is to be maintained. 
PC Lauder’s actions also favoured his own family as he tried to provide some sort of “fast track” service for them. As this is not available to members of the public, it has the potential to damage public confidence by creating a “them and us” belief.


-Data protection against unauthorised or unlawful processing and use is also crucial if public confidence is to be maintained. The damage to the reputation of the service by police officers accessing personal data without a legitimate policing purpose detracts from the credibility of the service and could undermine investigations. PC Lauder has received relevant training in data protection in January 2012, February 2022 and May 2023 and accepted in interview that he knew the relevant policy and the purpose of the same. Whilst he stated that he may not have read the policy from cover to cover, it was his responsibility to understand this as a serving police officer when he is placed in such a position of trust. The Panel conclude that the officer has deliberately failed to adhere to his training and has breached the force policy.



14)In conclusion, the Panel is satisfied that the breaches of the Standards in relation to Orders and Instructions, Confidentiality and Discreditable Conduct amount to Gross Misconduct. 




Rachel Hartland-Lane
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