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1.0 POLICY OUTLINE

This policy sets out the requirements of the Data Protection Act 2018 and provides
West Mercia Police employees, including special constables, volunteers and
contractors, with appropriate guidance to assist them in their day to day activities in
support of the policing purpose.

The Data Protection Act 2018 replaces the Data Protection Act 1998 and keeps the
law up to date for the digital age in which ever increasing amounts of personal data,
information relating to identifiable living individuals, are being processed. It sets
new standards for protecting personal data, in accordance with recent EU data
protection laws, giving people more control over the use of their data.

2.0 WHAT THE DATA PROTECTION ACT 2018 COVERS

The four main areas provided for in the Act are general data processing, law
enforcement data processing, data processing for national security purposes
including processing by the intelligence services and regulatory oversight and
enforcement.

Processing by the Police splits into General Processing (covered by DPA Part 2)
and Law Enforcement Processing (covered by DPA Part 3). General Processing
includes all processing directly within the scope of the UK General Data Protection
Regulation (UK GDPR).

How is personal data defined?

The Act defines personal data as any information relating to an identified or
identifiable living individual. An identifying characteristic could include a name, ID
number or location data. You should treat such information as personal data even if
it can only potentially be linked to a living individual.

General Processing (UK GDPR -Part 2 of the Act)

Part 2 of the Act relates to general processing and covers police support functions
such as Human Resources, Occupational Health, Finance and Payroll (including
pensions), Estates, ICT and Procurement. This means that the UK GDPR applies
in its entirety to these functions.

The UK GDPR does not apply to the processing of personal data by a competent
authority (broadly speaking the Police and other Criminal Justice Agencies) “for the
purposes of the prevention, investigation, detection or prosecution of
criminal offences or the execution of criminal penalties, including
safeguarding against and the prevention of threats to public security”.
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Principles

There are six principles which set out the main responsibilities for organisations to
adhere to, these are:

1. Processed lawfully, fairly and in a transparent manner in relation to individuals;

2. Collected for specified, explicit and legitimate purposes and not further
processed in a manner that is incompatible with those purposes; further
processing for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes shall not be considered to be
incompatible with the initial purposes;

3. Adequate, relevant and limited to what is necessary in relation to the purpose for
which they are processed;

4. Accurate and, where necessary, kept up to date; every reasonable step must be
taken to ensure that personal data that are inaccurate, having regard to the
purposes for which they are processed, are erased or rectified without delay;

5. Kept in a form which permits identification of data subjects for no longer than is
necessary for the purposes for which the personal data are processed; personal
data may be stored for longer periods insofar as the personal data will be
processed solely for archiving purposes in the public interest, scientific or
historical research purposes or statistical purposes subject to implementation of
the appropriate technical and organisational measures required by the UK
GDPR in order to safeguard the rights and freedoms of individuals; and

6. Processed in a manner that ensures appropriate security of the personal data,
including protection against unauthorised or unlawful processing and against
accidental loss, destruction or damage, using appropriate technical or
organisational measures.

Special Category Data

Special category data is personal data which the UK GDPR says is more sensitive,
and so needs more protection. This data is broadly similar to the concept of
sensitive personal data under the 1998 Act. In order to lawfully process special
category data, you must identify both a lawful basis under Article 6 and a separate
condition for processing under Article 9. There are ten conditions for processing
this data in the UK GDPR itself, but the Data Protection Act 2018 introduces
additional conditions and safeguards. A condition for processing this data must be
determined before you start processing and this must be documented.

Special category data could be; race, ethnic origin, political opinions, religious or
philosophical beliefs, or trade union membership, genetic data, biometric data, data
concerning health or data concerning a natural person’s sex life or sexual
orientation’

The UK GDPR rules for sensitive (special category) do not apply to information
about criminal allegations, proceedings or convictions. There are separate
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safeguards for personal data relating to criminal convictions and offences, or related
security measures and there must be a lawful basis for processing together with the
need to comply with Article 10. These are captured in Part 3 of the Act — Law
Enforcement Processing.

Article 10

“Processing of personal data relating to criminal convictions and
offences or related security measures based on Article 6(1) shall be
carried out only under the control of official authority or when the
processing is authorised by Union or Member State law providing for
appropriate safeguards for the rights and freedoms of data subjects.
Any comprehensive register of criminal convictions shall be kept under
the control of official authority”

Law Enforcement Processing (Part 3 of the Act)

Part 3 of the Act applies if you process personal data for ‘law enforcement
purposes’ and covers processing “for the prevention, investigation, detection or
prosecution of criminal offences, or the execution of criminal penalties
including the safeguarding against and the prevention of threats to public
security”.

Principles

The principles are broadly the same as those in the UK GDPR, and are compatible
so will assist in managing processing across the two regimes. Transparency
requirements are not as strict, due to the potential to prejudice an ongoing
investigation and we must be able to demonstrate overall compliance with all of the
law enforcement principles which are:

1. Processing of personal data for any of the law enforcement purposes must
be lawful and fair;

2. The law enforcement purpose for which personal data is collected on any
occasion must be specified, explicit and legitimate, and;

Personal data collected must not be processed in a manner that is
incompatible with the purpose for which it was originally collected;
3. Personal data processed for any of the law enforcement purposes must be

adequate, relevant and not excessive in relation to the purpose for which it
is processed;

4. Personal data processed for any of the law enforcement purposes must be
accurate and, where necessary, kept up to date, and;

Every reasonable step must be taken to ensure that personal data that is
inaccurate, having regard to the law enforcement purpose for which it is
processed, is erased or rectified without delay;

5. Personal data processed for any of the law enforcement purposes must be

kept for no longer than is necessary for the purpose for which it is
processed. Appropriate time limits must be established for the periodic
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review of the need of the continued storage of personal data for any of the
law enforcement purposes;

6. Personal data processed for any of the law enforcement purposes must be
processed in a manner that ensures appropriate security of the personal
data, using appropriate technical or organisational measures (and, in this
principle, “appropriate security” includes protection against unauthorised or
unlawful processing and against accidental loss, destruction or damage).

3.0 POLICING PURPOSE

West Mercia Police will hold information relating to a range of individuals including
victims, witnesses, complainants, suspects and offenders, in connection with the
policing purpose as well as details of others who work for or with the Force.

All personal information is held and processed in accordance with the Data
Protection Act 2018. Anyone working within West Mercia Police may only use
information in accordance with their policing duties.

Information held by West Mercia Police may be shared with other organisations
where this is necessary for a policing purpose, for example, information is shared:

e With Criminal Justice systems as part of the pre-charge and post-charge
processes e.g. prosecuting someone through the Court.

e« When working with partner agencies to reduce crime and disorder, and anti-
social behaviour as required by the Crime and Disorder Act.

e With the Disclosure and Barring Service which provides information to
organisations in order to enable them to make safer recruitment decisions by
identifying potential candidates who may be unsuitable to work with children
or other vulnerable members of society.

e With other Professional and Regulatory Bodies.

Information is shared where specifically required to do so by statute or by order of
the court.

West Mercia Police will also share information with partner agencies when the
information is required to enable them to carry out their statutory responsibilities or
where it is necessary to prevent harm to an individual or others.

Any disclosure of personal information must be carefully considered in accordance
with legislation, policy and/or information sharing agreements.

A person has the right to see information held about them and can request access
to their own information as detailed within the Right of Access procedure.

4.0 REGISTRATION /NOTIFICATION
The Chief Constable acts as a Controller for West Mercia Police and they have
delegated day-to-day data protection responsibility to the Data Protection Officer

who acts as the point of contact for the Information Commissioner’s Office (ICO).
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The DPO is responsible for ensuring the force have registered the purposes for
which it processes personal data with the ICO.

The registration number for West Mercia Police is Z4894230.

The Act places an obligation on Controllers to ensure that they process personal
data in a fair and lawful manner for a specified purpose. To ensure new information
systems comply with the ICO notification procedure, it is imperative that contact is
made with the Audit Risk and Compliance Department (ARC) at the early stages of
system development.

In the case of changes to an existing information system, it is the responsibility of
the individual amending the system to contact ARC to ensure that any changes are
covered by the current notification.

We have the following purposes registered with the Information Commissioner:-

e Policing Purpose — includes the prevention and detection of crime;
apprehension and prosecution of offenders; protecting life and property;
preserving order; maintaining of law and order; rendering assistance to the
public in accordance with force policies and procedures and any duty or
responsibility of the police arising from common or statute law.

e The Provision to support the Policing Purpose, which includes:
«Staff administration, occupational health and welfare;
eManagement of public relations, journalism, advertising and media;
eManagement of finance
eInternal review, accounting and auditing;
eTraining;
eProperty management;
eInsurance management;
e\Vehicle and transport management;
ePayroll and benefits management;
eManagement of complaints;
e\etting;
eManagement of information technology systems;
eLegal services;
eInformation provision;
eLicensing and registration;
ePensioner administration;
eResearch, including surveys?;
ePerformance management
eSports and recreation;
eProcurement;
ePlanning;
eSystem testing;
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eSecurity;
eHealth and safety management

5.0 PRIVACY NOTICE

In order to comply with Principle 1 — fair and lawful processing, it is a requirement to
produce and make publicly available a Privacy Notice. West Mercia Police have
produced a privacy notice which explains why we collect and use personal data,
whose personal data we handle, what types of personal data we handle, where we
obtain personal data from, which lawful basis do we use to process personal data,
how we handle personal data and how we keep it secure and who we disclose
personal data to. The privacy notice also explains data subject rights including the
right of access and provides advice on how to apply for their personal data which
may be held by West Mercia Police. A copy of our privacy notice is available via
our website and intranet and displayed in public areas, for example custody sites
and enquiry offices.

It is also a requirement to ensure signs are displayed where CCTV is in use.

6.0 USE OF POLICE INFORMATION AND OFFENCES

Any use of police information which does not fall within the above categories is
deemed unlawful. Section 170 of the Act states a person must not knowingly or
recklessly:

(a) obtain or disclose personal data without the consent of the controller;

(b) procure the disclosure of personal data to another person without the consent of
the controller;

(c) after obtaining personal data, to retain it without the consent of the person who
was the controller in relation to the personal data when it was obtained.

It should be stressed that curiosity is NOT a valid reason for carrying out checks on
police information systems. Listed below are some examples of obtaining personal
information that are NOT covered by our registered purpose(s), it should be noted
that the list is in no way exhaustive:-

e Using the Police National Computer to check the history of a vehicle with a
view to purchasing same.

e Using both national / local information systems to check out conviction status
of acquaintances including family, friends, neighbours etc.
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e Using the Force Intranet system to check work colleagues' personal details
i.e. home address, marital status, date of birth, viewing of photographs etc.

e Any check carried out on behalf of family or friends.

All staff are reminded that the Act creates personal liability and that obtaining;
disclosing or procuring of police information for a non-work related purpose is
strictly prohibited.

There is an obligation on ALL line managers to ensure that their staff have a clear
understanding that the authority given to them by the Chief Constable to access
police information systems only extends to a ‘policing’ and/or administrative purpose
in line with their role profile.

Where a member of West Mercia Police is involved in or withesses a crime or
incident whilst off duty, no access to the recorded information can be made without
prior authorisation from their supervisor.

Access to any force ICT equipment must be controlled. Only authorised users in
the course of official police business should have access.

The use of police information systems for a private purpose or any other purpose
other than that declared by the Chief Constable’s to the Information Commissioner
is strictly prohibited. Where a member of staff has a personal connection with the
other party (e.g. victim, witness, suspected offender, offender) they must declare
this connection and the reason for the enquiry/record check to a supervising officer
before any action is taken Details should then be recorded in a pocket book if one
is issued or via e-mail at the time.

The supervisory officer will then consider any potential conflicts of interest before
making any judgement to:

1. Reject enquiry/record check request because of a potential conflict of
interest or suggestion of inappropriate use of police systems or

2. Allocate the enquiry to an independent person or
3. Approve the initial enquiry and dependent upon the result; arrange for
the matter to be allocated to another officer for an independent enquiry to be
carried out.
Deliberate unauthorised access to, copying, destruction and/or alteration of, or
interference with any computer or ancillary equipment or data (soft or hard copy)
is also strictly prohibited.

In order to meet the requirements for lawful processing, particular consideration
will be given to:-

a) Confidentiality arising from the relationship between West Mercia
Police and any individual;
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b) The ultra vires rule and the rule relating to the excess of delegated
powers, under which officers may only act within the limits of their legal
powers;

C) The legitimate expectations of any individuals in relation to the
processing of information about them; and

d) Article 8 of the European Convention on Human Rights (the right to
respect for private and family life, home and correspondence).

7.0 RIGHT OF ACCESS

The UK General Data Protection Regulation (UK GDPR) Article 15 and the Data
Protection Act 2018 (Part 3 Law Enforcement Processing) Section 45, provides
individuals with the Right of Access to information that an organisation holds about
them (previously known as Subject Access).

Requests can be made in any of the following ways:

1. Submit a request online

2. In writing to the Information Compliance Unit, P O Box 55, Hindlip, Worcester,
WR3 8SP.

3. Email the Information Compliance Unit at information@westmercia.pnn.police.uk
4. Phone 101

5. Visit a police station in person

6. Via social media

Our websites provide further detail.

As with the 1998 Act the Right of Access remains and gives individuals a right to
access their personal data. The right of access now allows individuals to be aware
of and verify the lawfulness of processing.

The Information Compliance Unit based at Hindlip, process ALL right of access
requests received by West Mercia Police. The timeframe for responding to a right
of access request is 1 calendar month and there is no charge for providing the
information unless special conditions apply.

However, there are a number of changes to how we should handle right of access
requests from both the public and staff:

Requests can now be made verbally — A person doesn’t need to complete a form,
although this will always be the preferred option, they can telephone or attend a
police station in person and make their request. They can even apply via social
media. However, a request cannot be accepted until:

a) We have enough information to complete the request;
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b) ldentity has been confirmed, minimum requirement will be name, address
and date of birth, for body worn video or photo / CCTV request we also need
photographic proof, i.e. driving licence, passport etc.

If an individual makes a subject access to a police officer / police staff member they
must record the individual’s personal details which must include full name, date of
birth, address (postal and/or email) and contact number would be preferable,
together with details of the information requested and email to the
information@westmercia.pnn.police.uk

It is important that information is passed to the Information Compliance Unit as a
matter of urgency as there is limited time in which to process request and respond
to the applicant.

The right of access also extends to the following:
Right to Rectification

Individuals are entitled to have their personal data rectified if it is inaccurate or
incomplete. It must be done within one month, or three months in complex cases.
Where no action is taken individuals have the right to be informed of how to seek a
judicial remedy.

Right to Erasure

Individuals have a right to have personal data erased in specific circumstances:

e Where the personal data is no longer necessary in relation to the purpose for
which it was originally collected / processed;

¢ When the individual withdraws consent;

e When the individual objects to the processing and there is no overriding
legitimate interest for continuing with the processing;

e When the personal data was unlawfully processed

¢ When the personal data has to be erased in order to comply with a legal
obligation;

e When the personal data is processed in relation to the offer of information
society services to a child.

Right to restrict processing

Where it is claimed that data is inaccurate or the right to erasure has been
exercised individuals can require the Controller (Chief Constable) to restrict
processing until verification checks have been completed. Individuals may also
require Controllers to restrict processing where there is no legal basis

Right to data portability — not applicable for Law Enforcement Processing

The right to data portability allows individuals to obtain and reuse their personal
data for their own purposes across different services. It allows them to move, copy
or transfer personal data easily from one IT environment to another in a safe and
secure way without hindrance to usability. The personal data must be provided in a
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structured, commonly used and machine readable form. The information must be
provided free of charge.

Right to object — not applicable for Law Enforcement Processing

Individuals have the right to object to processing based on legitimate interests or the
performance of a task in the public interest/exercise of official authority (including
profiling), and processing for purposes of scientific research and statistics.

Rights related to automated decision making including profiling

This gives individuals the right to object to decisions made about them on the basis
of automated processing where those decisions have legal or other significant
effects. This includes processing where there is no human intervention, for
example where automated processes are used to sift recruitment applications.

Requests received in relation to any of the above should be directed to the
Information Compliance Manager or the Records and Data Manager.

8.0 EXEMPTIONS

Crime and Taxation — The UK GDPR regulations relate to the processing of
personal data where it is done so for non-Law Enforcement purposes. The Data
Protection Act 2018 sets out exemptions from the UK GDPR which apply in some
circumstances. They mean that some of the data protection principles and subject
rights within UK GDPR DO NOT apply at all or are restricted when personal data is
used or disclosed for particular purposes.

The most relevant exemption for Law Enforcement is that within Schedule 2 Part 1
Paragraph 2 (Crime & Taxation: general). This applies where personal data is
disclosed by an organisation subject to UK GDPR to the police for the purposes of
the prevention or detection of crime or the apprehension or prosecution of
offenders.

It restricts the application of UK GDPR data protection principles and subject rights
to the extent that the application of those provisions would be likely to prejudice the
prevention or detection of crime or the apprehension or prosecution of offenders.

In effect the exemption means that an organisation can provide personal data to the
police where necessary for the prevention or detection or the apprehension or
prosecution of offenders without fear of breaching UK GDPR or Data Protection Act
2018.

Vital Interests — UK GDPR Article 6(1)(d) provides a lawful basis for organisations
to disclose personal data to the police where the disclosure is necessary in order to
protect the vital interests of the data subject or of another natural person.

11
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9.0 PERSONAL DATA REQUEST FORM

Police Officers and appropriate Police Staff can make a formal request to other
organisations for personal data where disclosure is necessary for the purpose of the
prevention or the apprehension or prosecution of offenders, as outlined above.
However it places no compulsion on the recipient to disclose the information but
should provide necessary reassurance that a disclosure for these purposes is
appropriate and in compliance with the Data Protection Act 2018 and UK GDPR.

The personal data request should be completed and countersigned as appropriate.
Staff are reminded to ensure they apply the correct Government Security Marking
(GSC).

For further information please refer to the form and guidance note which is available
on the Intranet.

However, Telecommunications data cannot be obtained using a DPA request and
should instead be requested via a CycComms application. If in doubt please contact
one of the Communications Data Investigation Unit SPOCS to discuss.

10.0 DATA PROTECTION IMPACT ASSESSMENTS

Data Protection Impact Assessments replace Privacy Impact Assessments and are
mandatory under the DPA 2018. It is a valuable tool to identify the most effective
way to comply with our data protection obligations and meet data subjects’
expectations of privacy. A DPIA must be completed before carrying out types of
processing likely to result in high risk to individual’s interests. Where a DPIA is
carried out that identifies a high risk that cannot be mitigated, we are obliged to
consult with the Information Commissioner’s Office.

DPIA’s must be completed prior to introducing any new IT and / or entering into any
new information sharing agreement which is likely to impact on an individual’s
privacy. For further guidance please refer to the DPIA procedure.

11.0 PERSONAL DATA BREACH

Any security breach that creates a risk to the rights and freedoms of the individual
is a personal data breach and could be notifiable to the ICO if it reaches a certain
threshold. Any personal data breach that could create a significant risk to the rights
and freedoms of an individual definitely must be notified to the Information
Commissioner in accordance with force procedure.

Where a breach has been identified West Mercia Police are required to inform the
Commissioner without undue delay and within 72 hours of becoming aware of a
personal data breach, unless it is unlikely to result in a risk to the rights and
freedoms of an individual or individuals.

A personal data breach means a breach of security leading to the accidental or
unlawful destruction, loss, alteration, unauthorised disclosure of, or access to,
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personal data’. The consequence of such a breach is that the Controller (Chief
Constable) will be unable to ensure compliance with the six principles relating to the
processing of personal data. Examples of a personal data breach are provided
below:

access by an unauthorised third party;
deliberate or accidental action (or inaction) by a controller or processor;

sending personal data to an incorrect recipient;

alteration of personal data without permission;

>
>
>
» computing devices containing personal data being lost or stolen;
>
> loss of availability of personal data misuse of personal data

>

cyber attacks
> lost or stolen paperwork

A personal data breach can be broadly defined as a security incident that has
affected the confidentiality, integrity, or availability of personal data. A personal
data breach will occur whenever any personal data is lost, destroyed, corrupted or
disclosed; if someone accesses the data or passes it on without proper
authorisation; or if the data is made unavailable and this unavailability has a
significant negative effect on individuals.

It may be necessary to notify individuals about a breach when it is likely to result in
a high risk to their individual rights and freedoms. If this is relevant, advice and
guidance will be provided so that individuals can protect themselves from any
effects of the breach.

Where a personal data breach has occurred a Security Incident Form (SIR1) must
be completed) without delay. This incident will be logged by Information Security
and forwarded to the DPO who will carry out the relevant assessment and
determine next steps/actions required.

The form can be located on the Intranet in Force Document Search.

12.0 TRAINING

Successful completion of the on-line data protection training is a pre-requisite to
obtain access to force systems including obtaining an email account. The training
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covers the use of personal data, lays down the principles and how to comply with
them, and lists the offences that may be committed through non-compliance.

The training is an on-line, self-teach programme, delivered via the Intranet and can
be accessed from any terminal connected to the Intranet, anywhere in the force, at
any time of day.

All details of training commenced, progress and test scores are held centrally and
accessible via Learning and Development.

Any individual who fails to achieve the standard should be given time to re-sit the
training and pass the test. The individuals line manager / supervisor will decide
whether the individual requires additional training prior to re-sitting the test. Any
individual who fails a second time should be given one-to-one instruction under
arrangements made by their line manager / supervisor.

Consistent and repeated failure will result in the individual being denied access to
the force network and all systems until the required standard is attained. In this
event the individual’s line manager / supervisor should assess the risk of leaving the
individual in any role with unsupervised access to personal data and take action
accordingly.

If training has been completed in the previous 12 months then there will be no
requirement to undertake the training again in a new role. If a police officer / police
staff member transfers from another force then there will be a requirement to
undertake the training within the first six weeks of service in line with force policy.

There will be a requirement for all staff to undertake Data Protection refresher
training every two years. All Managers and supervisors should encourage
individuals to refresh their knowledge of data protection and the requirements the
Act places upon them at every opportunity.

To avoid any unintentional and/or unlawful disclosure, the use of ‘Live’ data held on
computer systems or in manual filing systems for training purposes is strictly
prohibited without prior and express consultation with the Data Protection Officer,
Head of Training and/or Head of Professional Standards.

13.0 REDACTION PROCESS
The preferred process for redacting data is by way of an IT system, e.g. e-Redact.

However, if this is not available and you have to redact using any Microsoft
Product you should be aware that electronic redaction in Microsoft is not secure
therefore the following process must be followed:

¢ Redaction MUST be made on a physical copy of the document/data
using a black marker pen ensuring the information is sufficiently
obscured.

14
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e The document / data should then be recopied / rescanned once
redacted. This will ensure the redaction is permanent

e No documents /information should be released if the redaction is
not 100% secure.

Considerations when redacting
The original file version of a document must never be redacted.

Only the first redacted version must be kept. Any transitional copies must be
destroyed appropriately.

The information should be read in context to ensure that it does not suggest the
content of the redacted material.

Information should be considered in its full context.

Whole sentences, paragraphs and pages of documents can be removed if the
information is not relevant to the individual, if pages are removed detail the page
number to the requestor.

Redaction of personal information to protect identity (only if the detail is not already
known by the requestor).

Where the title/heading of a document relates to the requestor it can be left in,
where it relates to someone else it should be removed.

When redacting, simply removing the individual’s name is almost never sufficient to
hide their identity.

Take care with terms such as he, she, him, and her, mother, father, sister, brother,
neighbour etc. which can be used to establish identity, therefore should be
removed.

Descriptions that might give away identity should be redacted, e.g. the blonde
haired boy / girl.

Take care with job titles that might also give away identity. If an email address is in
the public domain, it does not need to be redacted, e.g. if the email address is for an
organisation it can be left in, but, if it mentions an individual it should be redacted.

14.0 DATA PROTECTION OFFICER

Under the new Act the appointment of a Data Protection Officer is mandatory for a
Police Force as it is considered to be a public authority who carry out processing of
personal data.

15
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The Head of Audit, Risk and Compliance has taken on the designated role of the
DPO with the Information Compliance Unit Manager acting as the Deputy DPO.

Further information in respect of the Data Protection Act 2018 is available on
the force intranet or alternatively you can contact the Data Protection Officer
via the following email address dataprotectionofficer@westmercia.pnn.police.uk

15.0 CONSULTATION

Key stakeholders have been consulted on the content of this policy including,
Head of Audit, Risk & Compliance, UNISON, Police Federation, Risk

Manager, Legal Department, Superintendents Association and Professional

Standards.

Business Lead Consulted - NAME

Date Consulted

Chief Officer Consulted — permission to go to
Critical Friends - NAME

Date Consulted

16.0 DOCUMENT HISTORY

The history and rationale for change to policy will be recorded using the
below chart:

Date Author/Revie | Amendment(s)/Rationale | Approval/Adoption
wer

Previously approved at JNCC 14/04/2014
JNCC

Dec 2019 T Lynskey Reviewed — No changes Jan 2020
reverted to West Mercia
Policy.

Feb 2021 T Lynskey Reviewed — GDPR March 2021
amended to UK GDPR
v1i.l

March 2021 | T Lynskey Updated — to include March 2021
reference to notifying
individuals re data
breaches (11.0) v1.2

March 2024 | T Lynskey March 2024

17.0 ASSESSMENT AND ANALYSIS

The Equality Analysis (EA), Health & Safety Assessment (HAS) and Risk
Assessment (RA) associated with this document are available on request.

18.0 MONITORING / EVALUATION

OFFICIAL

16


mailto:dataprotectionofficer@westmercia.pnn.police.uk

OFFICIAL
Data_Protection_Policy v1.3 Mar24

The monitoring and review of this policy is the responsibility of the policy owner
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